NHO®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUIUAJIBHBIX UHTEPHET-PECYPCAX

C Ka)KIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTLCS OO0JIbIIIE, a IITKOJIbHUKN
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeiie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJTMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MPOOJIEMBI. DTa MaMsITKa
JIOJ>KHA TOMOYb TeOe 0e30IMacHO HaXOQUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslii BUPYC - 3TO PAa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nmonosiHEHHE K 3TOMy, BUPYChl MOTYT IOBPEIUTDH WJIU MOJHOCTBIO YHUUTOKUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXHUTH
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 HHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. llocrossHHO ycraHaBiauBail mnayTu (LIUQPPOBbIE 3aIJIATKH, KOTOPHIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C LEIBI0 JOPAOOTKM MPOrpamMMbl) U ApPyrue
OOHOBJIEHUS CBOEH ONepalMoOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIMATBLHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO0 OOHOBJICHUS,
BKJIIOYH €T0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonp3yldi aHTUBHPYCHBIE IPOTPAMMHBIE NIPOIYKTBI HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NIECKUN JOCTYI K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Vcnionb3yii BHEIIHUE HOCUTENN HH(POPMAIUH, TaKKe Kak (Uielka, TUCK Wil
(aiin u3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oOTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpBIE MpUcail TBOW 3HAKOMbIN. Jlydlie yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 310 He Buj nepesiaun JaHHbBIX, He TEXHOJIOTHS, & BCErO JIUIIb OpEH]I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", uto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", xoTopslii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTrypa, KOTopasi sSBIsIeTCS TaKou
Ke TexHomormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO MaHO C
HAaMEKOM Ha CTaHJIapT BhICIIEH 3ByKOBO TexHUKHU Hi-Fi, uTo B mepeBoie o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, OecrIaTHBIM MHTEPHET-IOCTYH B Kade, OTEISIX M adporopTax SBIISCTCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CogeTsbl 110 6€30MaCHOCTH PA0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOrO JHUHYIO HHpOpMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
cambIM Thbl 00€30IacuIllb ce0s1 OT 3aKauKH BUpPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pyukiuto "O6mmii noctyn K daiinam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIH30BaTENIM AKTUBUPYIOT €€ JIs Y00CTBA UCIOIL30BaHus B padoTe uin yueoe;

4. He wucnonn3yit nyonuuasii WI-FI gns mepemaum JuUYHBIX JTaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETU WJIN B JJIEKTPOHHYIO ITOYTY;

5. Wcnonp3yit Toapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun (yHkiuio "lloakmouenne k Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounuajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIITy KU3Hb, MHOTHE JTIFOJU padOTaIOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MULIAAP]] YEIOBEK,
YTO SIBJIIACTCSI OJHOM CceIbMOM BCeX KUTeleH IIaHeThbl. MHOTHEe IOJIb30BATESIIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJieHA W HCIOJb30BaHA KEM YIOJIHO, B TOM YHCJIe HE 00s3aTelbHO ¢



0JIaruMU HAMEPEHUSIMH.
OCHOBHBIE COBETHI 110 OE€30MIACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpanuub CriMcok apy3ei. Y Te0s B IPy3bsiX HE JOJDKHO OBITh CyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiiai cBO 4acTHYIO *KU3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JIaTy TBOETO POKJEHUS U IPYTYIO JINYHYIO0 UHPOPMALIKIO. 3TOYMBIIIIEHHUKU MOTYT
UCIIOJIb30BaTh Jlaxke MH(POpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuiiail CBOIO pemyTaruio - IepKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XOTesa Obl Thl, YTOOBI ApPyrHe MOJIb30BATENM BUAEIU, YTO Thl 3arpyaeuib?
[Toxymaii, mpesxJie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATh U 3arPy3UTh;

4. Ecii Tl TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HAClIlb, HE HUCIIOJIb3YH CBOE
peanbHOE UM U IPYTryI0 JUYHYIO MH(OPMAIMU: UMs, MECTO JKUTEIbCTBA, MECTO
y4eObl U poyee;

5. N36erail pa3memenust gotorpaduii B IHTEpHETE, TNIe THI U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. [Ipu perucrpaiiuu B COIMAIbHON CETH HEOOXOAMMO UCTIOIb30BaTh CJI0KHbBIE
NapoJiv, COCTOSUINE U3 OYKB U U U C KOJMYECTBOM 3HAKOB HE MEHee §;

7. J1ns coliMaibHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO HCIIOJIH30BATh
pasHbIe mapoin. Torma eciu Te0s B3IOMAaOT, TO 3JI0YMBIIIJIEHHUKH MTOJydaT JOCTYII
TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO IUIATEXKEW, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TU JCHBTH.

QHGKTPOHHBIC JCHBI'H ITOABHJINCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCYyJapCTBax 0 CHUX ITIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, T UX
pasnensoT Ha HECKOJIbKO BHUOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MPOBOIAUTH OIepanun 0e3
UJCHTU(UKAIIMY TT0JIb30BATEISI, @ B HCAHOHUMHBIX WICHTU(GUKAITUS TTOTH30BaTEISA
SBJIIETCS 00S3aTEIILHOM.

Takxxke crienyer pas3nuyaTh OdJIEKTPOHHBIE (UATHBIE JE€HbIH (PaBHbI
rOCyJapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE He(dUaTHbIE NEHBI'M (HE pPaBHbI



rOCYJapCTBEHHBIM BaJIIOTaM).
OcCHOBHBIE COBETHI 110 0€3011aCHON pabOTe € ANEKTPOHHBIMU JI€HbIaMU:

1. ITpuBsixku K cyeTy MOOUIBHBIN TeraedoH. ITO caMblil YIOOHBINA U OBICTPBIN
croco® BOCCTAaHOBUTH JOCTYH K cuery. [lpuBsi3aHHBINA TeneoH MOMOXKET, eciu
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yit omHopa3oBble mnaposu. [locie mepexona Ha YCHUIIEHHYIO
aBTOpHU3allMi0 TeOe yXe He OyIeT yrpokaTh OMacHOCTh KPaKM WIIM TepexBara
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxHblii napoiib. IlpectynHukam Oyner He NMpOCTO yrajaaTh
CJIOKHBIN 1apoiib. HaxexxHble 1apoiy - 3T0 Maposiv, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U IPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CHUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK MU T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIEKTPOHHAA M0YTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUS M MPEAOCTABISEMBIE €0 YCIYTH IO
MEPECHUIKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeIeiaioTCs B
KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAINAT
CJIeIyIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@uMs_JoMeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe1aBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 O€30IMaCHOM pabOTe C AIEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE e€cTh
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOTI'0 3HACIlb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBaii B TUYHOM MoyTe JIUuHYIO0 nHPopMaiuo. Hanmpumep, mydiie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Ucnonb3yi ABYXATAMHYO aBTOPU3ALMIO. DTO KOT1a IOMUMO NapoJisi HY>KHO
BBOJUTH KOJ, MpUChLIaeMbIi M0 SMS;

4. BeiOepu CIIOKHBIA Mapoib. [ Kak10ro MOYTOBOTO SITUKA JTOJKEH OBITH
CBOW HAJEXKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Eciam ectb BO3MOXKHOCTH HAIlMCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
UCIIOJIB3YH 3Ty BO3MOYKHOCTb;



6. lcnonp3yi HECKOJIBKO MMOYTOBBIX SIIMKOB. [IepBbIii 7151 4aCTHOM NEPENUCKU
C ajpecaraMH, KOTOPBIM Tbl JOBEpsClIb. OJTO JJIEKTPOHHBIM aapec HE Hauo
UCIIOJIb30BaTh IPU PETUCTPALUU Ha POpyMax U caiTax;

7. He oTkpwiBaii (hailyibl U Jpyryue BIOKEHUS B MUCbMaX, JdaXXe €CIU OHHU
NPUIUIM OT TBOUX Jpy3eu. Jlyulne yTouHM y HHMX, OTIPABISUIM JM OHU TeOE ATH
Gaitnbr;

8. [Toce okoHUaHms paOOTHI HA TTOYTOBOM CEPBUCE TEPE/] 3aKPHITHEM BKIAIKU
C caiToM He 320y HaKaTh Ha "BeriTu".

Kn0epOyajimHr UM BUPTYaJbHOE U3/1€BATEJIHLCTBO

KubepOymmuar -  mpeciefoBaHWe  COOOIMIEHUSMH,  COJEPIKAIIUMH
OCKOpOJIeHUS, arpeccuro, 3aITyTUBaHMKE; XYJIUTaHCTBO; COIMaIbHOE
OOHKOTHUPOBAHHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHIOM:

1. He 6pocaiics B 60it. JIyummuii crmoco0: MOCOBETOBAaThCS KakK ce0s BECTH H,
€CJIM HEeT TOro, K KOMYy MOKHO OOpaTHThCS, TO BHAJYaJle yCTIOKOWUTHCS. Eciaum ThI
HaYyHEIIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO eIlie OoJiblie
pa30AOKeIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHOHUMHOCTH B ceT MHUMas1. CyIIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUWA 00pa3 BHUPTyaJlbHOW >ku3HU. MHTEepHer
buKcUpyeT BCe TBOM JEHCTBHUS W COXPAaHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyiét enuHW4HBIM HeratuB. (OJHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHMS JTyuIlie UTHOpUPOoBaTh. OOBIUHO arpeccus MpeKpaniacTcs Ha Ha4albHON
CTaJluH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMU, B
COIIMAJIBHBIX CETAX €CTh BO3MOYKHOCTH OJOKHPOBKH OTHPABKHA COOOIICHHHA C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNHUTH MPOTUB
npeciieloBaTeNs, MOKa3aTb €My, YTO €ro JACHCTBUS OLICHUBAKOTCS HEraTHBHO,
HoJIIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIIb, COOOIIUTH



B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBE/ICHUS B CETH.
MooOmiabHbIi TesaedoH

CoBpemeHnHble cMapTHOHBI U TUIAHIIETHI COJiepKaT B ceOe BIIOJIHE B3POCIIbII
GbyHKIIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPONCTB MOKa OYEHb
Maiio. TecTupoBaHKE U TOUCK YA3BUMOCTEN B HUX POUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s [1K, To e caMoe kacaeTcs U MOOUIIbHBIX MPUIIOXKEHUM.

CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl YK€ MPAKTHIEeCKH JTOTHAIA HACTOIhHBIC
aHaJOr¥, OJHAKO pacupeHue (yHKIMOHAJIa BIIEYET 3a €000 OOJBIIYIO
CJIO’)KHOCTh U MEHBIIYIO 3AIIHUIIECHHOCTD.

I[EU'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/IH, 3daKPbIBAIOIIUC
KPUTHUYICCKUC YA3BUMOCTHU AJISI CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIIBHOTO TesedoHa:

Hudyero He sBisieTcss mo-HacToseMy OecruiaTHeIM. Byabs ocTtopokeH, Bedb
Korja Tede mpeayaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexie ueM otnpaButb SMS, (oTo miu Bu€o0. Thl TOUHO 3HAEIIb, IE
OHHU OYJyT B KOHEYHOM UTOre?

Heo6xoaumo 0OHOBIIATH OMIEPAIMOHHYIO CUCTEMY TBOET0 cMapThOHa;
Hcrons3yit aHTUBUPYCHBIE TIPOTPAMMBI JTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxaii npuioxeHusi OT HEHU3BECTHOIO HMCTOYHHMKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ecriedeHue;

[locne Toro xak Thl BBIAJEHIL C CaidTa, IJ€ BBOAWI JIMYHYIO MH(OpPMAIUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[Iepynoauyecku npoBepsiid, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOrO TenepoHa TOJIBKO JIOJSAM, KOTOPBIX Tbl
3HAEIb U KOMY JOBEPSECIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE mMoJib3yemibcs. He
3a0bIBail KHOT 1A IPOBEPATH ITO.

Online urpsi



COBpGMCHHBIG OHJIafIH-I/IprI - 9TO KPAaCOYHLIC, 3aXBAaTbIBAIOIIHUEC PA3BJICUYCHUS,
06’bCILHHHIOHII/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHUDY. HFpOKI/I HCCIICAYIOT I[aHHHﬁ
UM MUDp, O6IH8,I-OTC5I APYT C APpYTIOM, BBIIIOJIHAIOT 3aJdHU, CPAKAOTCA C MOHCTpAMHU
H I10JIy4aroT OIIBIT. 3a YOOBOJIbCTBUC OHH INIATAT: IIOKYIIAOT JHUCK, OINIAYUBAIOT
a0OHEMCHT UJIH HpI/IO6p€TaIOT KaKHC-TO OIIIIHUH.

Bce aTu cpeacTsa uayTt Ha noaaep:KaHUe U pa3BUTUE UIPHI, 4 TAKKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIUMH, BBIITYCKAIOTCS HOBBIE
nat4yu (MuQpoBbIe 3aIIaTKU TSl POTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo0HBIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AIUU OOJIBITMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecniu npyroit urpok BeneT cels MIOXO0 WM co3/aeT Tede HENMpUSTHOCTH,
3a0JIOKHPYH €ro B CIIMCKE UTPOKOB,;

2. HOX(aJIYﬁCH AIMHUHHUCTPATOPAM HUI'PbI HA INIOXOC ITOBCACHUC 3TOI'O UI'POKA,
JKCJIATCIIbHO IMMPHUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yxa3biBail nuHyo nH(GOpMaIMIO B Ipodaiine Uurpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcrionb3yii CII0>KHBIE U PA3HBIE MTAPOJIH;

7. axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JINYHbIX JaHHBIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJ/IHS YK€ HUKOTO HE yIUBHIIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "TIOOUMBIM" JEIOM.

Tak mosiBUIach HOBas yrpo3a: WHTCPHET-MOUICHHUYECCTBA WJIM (DUIITHHT,
rJIaBHAs 11€Jb KOTOPOTO COCTOMT B IOJTYYECHUH KOH(PUICHIMAIBHBIX JTaHHBIX
M0JIB30BATEJICH - IOTUHOB U maposiei. Ha anrnuiickom si3pike phishing yntaercs kak
¢bummunr (0T fishing - peiOHast 1oBIs, password - maposs).

OcHOBHBIE COBETHI TIO 00PHOE € (PUITUHTOM:



1. Cnenu 3a cBOMM akkayHTOM. Eciiv ThI I0J103p€eBaeIlIb, YTO TBOSI aHKETA ObLIIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHUpOBaTh €€ U COOOIIUTh aJMUHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. HCHOHLBY?I Oe30macHbIe Be6-CaﬁTBI, B TOM YHUCJIC, HHTCPHCT-MAlra3uHOB U
ITIOMCKOBBIX CUCTECM,

3. Hcnonb3yil ClOXHBIE W pa3Hble Mapoyu. TakuMm o0pa3oM, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIINIJICHHUKH IOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
po(UITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B31OMaH, TO HEOOX0IUMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J00aBICHbI Y T€0s B APY3bAX, O TOM, YTO T€OS BIIIOMAIIU U, BO3MOXHO, OT
TBOETO UMEHH OYyJIeT pacChUIATHCS CaM U CChUTKU Ha (PUIIIMHTOBBIC CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIBHBIN TeNe(OH;
6. OTKJII0YM COXpaHEHHUE MapoJIsl B Opay3epe;

7. He oTkpeiBail Qailnbl U Apyrue BIOXKEHHS B NMUCbMax, JaXe €CIU OHU
OPULUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
Gbaib.

u¢posasi penyrauus

[Mu¢posas penyranus - 3T0 HEraTUBHAs WM MTO3UTUBHAS UH(POpPMALUs B CETH
o tebe. Komnpomerupytomasi uadopMmaiusi, pa3MelieHHass B UHTEPHETE, MOMKET
CEepbEe3HbIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3 undopmanuu o Tede B
UHTEpHETE.

TBOE MECTO KUTENbCTBA, YueObl, TBOE ((MHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uH(popmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pazmenienue TBoux ¢poTorpadguii 1 Ipyrue A1ecTBUs MOTYT HE
MCYE3HYTh JAXeE MOCJE TOr0, KAK Thl UX YAAINIIb. Thl HE 3HA€LIb, KTO COXPAHUI ATY
uHbOpMaIlMIO, MONaNa JId OHA B MOMCKOBBIE CHUCTEMbI U COXpaHWIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPY>KAIOIIME JIIOJU, KOTOPble HAUIYT U YBUAST
sT0. Haiitn uHpOpMalMio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J0OphIX
noOyXIeHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. ITO MOXKET OBITh KTO YTOIHO.



OcCHOBHBIE COBETHI 10 3aIUTE [MUPPOBOM pEIyTaLNN:

1. [Moxymaii, mpexae yeM 4To-To MyOJUKOBATh U MepeaBath y cedsi B Ojore
WM B COLIMATILHOM CeTH;

2. B Hactpoiikax mpoduias yCTaHOBM OTPAaHUYEHHS HA MPOCMOTP TBOETO
pouIIs U ero CoAePKUMOTO, CACIIal €ro TOJIBKO "1ist mpy3eit';

3. He pasMemaii u He yka3piBaili WHPOPMAIIHUIO, KOTOpask MOXKET KOTro-JIu0o
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIEC IIKOJIBHUKM - AKTUBHBIE IIOJIb30BAaTE€NH  LU(POBOTrO
npoctpancTBa. OJHAKO Jaleko HE BCE 3HAIOT, YTO IMOJb30BAaHHE MHOTHUMHU
BO3MOXHOCTSIMM  LUM(ppoBOro  Mupa TpeOyeT coONOJeHHs NpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTeNIEKTyanbHass COOCTBEHHOCTb" OTHOCHUTCS K pa3iMYHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HaYaIKX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBAasl KHUTaAMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbBHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIUVIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYyaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelleHuss aBTOpa HE  MOXET BOCIPOM3BOIUTH €0  IPOU3BEIECHMUE,
pacnpocTpaHsiTh, NyOJIMYHO JE€MOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJIMYHO HCHOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "muparckoro’ mporpaMMHOT0 00eCTieYeHUs MOXKET MPUBECTU
K MHOTHUM PHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJIe yCTaHOBJICHA HeJleralibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJbHbIE M OECIIaTHBIE TPOrPAMMBI, KOTOPbIE MOKHO HANTH B
CETH.

O nopraJse

CeteBU4OK.p( - TBOI IrIaBHBIA COBETYUK B CE€TU. 31€Ch Thl MOXKEIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOPATUTHCS 3a COBETOM. A TaKX e MPUHATH y4acTUE B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



